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Abstract— Frequency hopping (FH) is a spread spectrum 

technique used to protect against detection, interception, 

location, and jamming where the transmission frequency is 

changed in a seemingly random manner, only occupying a given 

frequency band for a very short amount of time. FH systems 

provide low probability of intercept (LPI) capabilities mainly 

by using large hop bandwidths. Using large portions of the 

electromagnetic spectrum is beneficial because it makes it 

potentially more difficult for a third party to monitor the entire 

bandwidth at once. A popular way to implement FH is by using 

specially designed pseudorandom sequences known only to the 

intended users. The pseudorandom sequences must be designed 

according to certain mathematical properties in order to 

guarantee that an attacker cannot easily learn the hopping 

sequence and defeat the protection. Prior research has revealed 

an interesting equivalence relation between mathematically 

optimal FH sequences and partitioned difference families in 

cyclic groups. Using this relationship, we provide a method that 

yields new families of optimal FH sequences, inequivalent to 

known ones. The resulting FH sequence families contain several 

members whose underlying pseudorandom sequences possess 

high linear span, thereby making them desirable for secure 

communications. Our research shows exponential growth of the 

linear span, which is a significant increase in security over the 

state of the art (SOA).  

Keywords— Wireless security, Frequency Hopping Spread 

Spectrum, Linear Feedback Shift Register, partitioned difference 

families, frequency hopping (FH) sequences, Hamming 

correlation, linear span  

I. INTRODUCTION  

Frequency hopping spread spectrum (FHSS) finds 

applications in many areas: ultrawideband communications, 

military radios, code division multiple access (CDMA) and 

global system for mobile communication (GSM) networks, 

radars and sonars, Wi-Fi, and Bluetooth communications – 

to name a few. A frequency-hopping sequence (FHS) 

represents an ordered list of the frequencies assigned to a user 

at each time slot. Secure communications are indispensable 

in hostile military environments and wireless communication 

is the primary tool that enables coordination between land, 

sea, and air platforms. To safeguard against an adversary who 

might attempt to interfere on communication links, strategies 

such as spread spectrum (SS) technology are employed to 

resist this jamming. SS deliberately uses far more bandwidth 

than what is physically required to achieve reliable 

communications. Of the two types of SS: Direct Sequence 

Spread Spectrum (DSSS) systems and Frequency Hopping 

Spread Spectrum (FHSS) systems, we deal only with the 

latter in this paper. In FHSS, the users are made to change 

the transmission frequencies of usage, from one to another in 

a specified time interval, hence the term frequency hopping.  

Hopping the frequencies of the transmission from one to 

another provides a secure transmission, resulting in low 

probability of intercept (LPI) which is the ability of a 

communication system to operate with reduced risk of 

adversarial capture [1]. Prior research has revealed an 

interesting equivalence relation between mathematically 

optimal FH sequences and partitioned difference families in 

cyclic groups. Using this relationship, we provide a method 

that yields new families of optimal FH sequences. The 

resulting FH sequence families contain several members 

whose underlying pseudorandom sequences (waveforms) 

possess high linear span, thereby making them desirable for 

secure communications. For periodic sequences, linear span 

is the standard measure of its predictability. The greater the 

linear span, the harder it is for an adversary to jam or 

intercept messages.  To intercept a waveform, one must 

capture enough of it to fully reproduce the sequence. If the 

linear span of a sequence is L, then the entire sequence can 

be determined by successfully capturing 2L successive 

elements of it. Therefore, after capturing 2L successive 

elements, an attacker can fully reproduce the waveform, and 

conduct a jamming attack. However, it is important to stress 

that a large linear span in and of itself is no guarantee of a 

sequence being secure.  For example, the linear span of the 

output of the Mersenne Twister pseudorandom number 

generator [2] is, on average, approximately the length of the 

sequence itself (which is optimal), but the linear nature in 

which the output is generated is highly predicable [3], 

therefore making it unfit for FH purposes. 

II. OUR CONTRIBUTIONS  

In [4], Kumar stresses the importance of large linear span in 

frequency-hopping (FH) spread spectrum multiple access 

communication systems: it is desirable to employ sets of 

hopping patterns that, in addition to having good Hamming 

correlation properties and large period, are also derived 

from sequences having large linear span. Our results 

precisely achieve this: in addition to the results provided in 

Theorems 5 and 6, Table I of Section VI concretely presents 

the linear span growing as a Fibonacci number in dimension 

d (d is also the degree of the primitive polynomial that 

generates the underlying LFSR). We wish to point out that 

the need for such spread spectrum sequences as established 

in [5], wherein collection of families of these sequences are 
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sought after in the adversarial machine learning aided design 

of secure waveforms for spread spectrum communications. 

We also wish to emphasize two important points: (i). While 

Lemma 3.2 of [6] does provide a geometric construction of 

the FH family we present in Theorem 2, our approach via 

partitioned relative difference family stems from algebraic 

machinery and can be easily implemented using trace 

functions in the underlying Galois field making them suitable 

for immediate applications. (ii) Section 6.1 of [7] introduces 

the notion of (PRDF); in their Proposition 4, the authors show 

that PRDF with the inclusion of the forbidden subgroup N 

gives rise to a partitioned difference family (PDF). Our 

construction in Theorem 2 is different from this as our 

additional set in the said partition is not the forbidden 

subgroup but the set complement in the parent group G of the 

union of all the translates of the underlying base RDF. 

 

Our final result (Theorem 7, which follows from Theorems 

2-6), in conjunction with rotational closures and 

inequivalence, gives Frequency Hopping Multiple Access 

(FHMA) families of large size many of which possess high 

linear span: For each positive integer m and each prime p, 

there exist FHMA systems consisting of N FH-sequences 

of length pm — 1, where (i) N = m(2m — 1)Φ(m)/2 if p = 2 

and (ii) N = (pm — 1)Φ(m)/2 for odd primes p, where  

Φ(m) is Euler’s phi function. 

III. PRELIMINARIES  

In this section, we provide some basic definitions of 

combinatorial objects which are the essential ingredients for 

the sequence construction that we shall discuss in Section 

IV. Introducing a new class of combinatorial designs called 

partitioned cyclic difference packings (PCDPs) (also called 

partitioned difference families (PDF)), Fuji-Hara et al. [6] 

showed that PDFs/PCDPs are equivalent to FH sequences 

optimal with respect to Hamming correlation. The hopping 

sequences specify which frequency is used for transmission 

at a given time. We denote a Frequency Hopping sequence 

of length v by X = (x0, x1, …, xv—1), where xi ε F = {f0, f1, …, 

fm—1} with F the alphabet set, and m the number of available 

frequencies. In multiple-access spread spectrum 

communication systems and multi-user radar systems, 

mutual interference occurs when two or more transmitters 

transmit on the same frequency at the same time. Hence, it 

is desirable to keep the mutual interferences, i.e., the 

Hamming cross-correlation function (CCF) and the out-of-

phase Hamming auto-correlation function (ACF), as low as 

possible. For any two periodic integer sequences a = {ai} 

and b = {bi} of period v, their Hamming function value is 

given by the number of “coincidences”, or “hits”, for 

relative time delay τ, i.e. Ha,b (τ) =  ∑ �� �  �� + τ
��

��  where 

ai ⸰ bi+τ = 1 or 0 according as ai and bi+τ are equal or not, 

respectively.  

 

When a = b, the two notions Hamming correlation Ha,b and 

autocorrelation Ha,a become the same. We define H(a) as the 

maximum of Ha,a(τ) over all τ, 0 < τ < v. Let H(a*) denote 

the smallest value over all possible sequences of the same 

length v and over the same frequency library. We shall then 

call a*  as an optimal FH sequence. The following lower 

bound on H(a) is due to Lempel and Greenberger [8].  

Lemma ([8]): For every FH sequence of length v over a 

frequency library of size m, H(a) ≥ [(v — r)(v + r — m)]/[m(v 

— 1)] where r is the residue of v modulo m. 

Fuji-Hara et al.[6] investigated frequency-hopping multiple-

access (FHMA) systems with an optimal FH sequence via the 

following combinatorial approach by regarding FH 

sequences from the viewpoint stemming from set theory. To 

see this, let us denote the frequency library as F = {0, 1, …, 

m—1}. An FHS(v,m,λ), X = (x0, x1, …, xv—1), over a 

frequency library F is defined as a family of sets {B0, B1, …, 

Bm—1}, where the set Bi corresponds to frequency i in F and 

whose elements specify the position indices in the FH 

sequence where the frequency i is present.  

Authors of [6] established an equivalence between 

frequency-hopping sequences and PDFs; as a result, the 

construction of optimal FH sequences follows from their 

corresponding partitioned difference families. The purpose 

of this paper is to provide a parameters-only-based 

construction for a family of optimal FH sequences. We wish 

to shed more light on the aforementioned phrase parameters-

only-based: whilst the classical constructions in [6] and [8] 

make use of structures from projective and affine geometries, 

our new construction applies to any combinatorial structure 

that has the same parameters as the geometrically based 

ones. The advantage gained results in classes of FH 

sequences and the underlying pseudorandom sequence 

dictates the measure of interceptability. The higher the linear 

span, the less likely that this pseudorandom sequence is 

recoverable, leading to the reconstruction of the FH-

sequence used in spreading. 

We first construct (Theorem 2) FHMA systems having a 

single FH sequence; in these, all senders, starting from 

different time slots, use the same sequence. Such single 

sequence FHMA systems have been used commercially for 

years in systems such as Bluetooth. For multiple-access 

systems, one needs several FH sequences (whose cross-

Hamming correlations are small). Scenarios such as multiple 

satellites in a cluster communicating to one another makes 

code-division multiple-access (CDMA) systems very 

relevant to military missions. CDMA systems use pseudo-

noise binary sequences as signature sequences to distinguish 

between the signals of different users. Use of FH in these 

signature designs results in a FHMA system. To obtain 

several sequences from a single FH sequence for FHMA 

purposes in a military application, we could use the following 

simple recipe. Using the terminology of [9] where the authors 

introduce the concept of rotational closure, we could obtain 

multiple sequences starting with a single one. Theorems 5 

and 6, via inequivalence – in conjunction with rotational 

closure, would provide larger size FHMA systems as 

described in Theorem 7. 

Example: Let F be the binary (7,2,1)-FHS F whose sole 

member is the single word (0, 0, 1, 0, 1, 1, 0). Closure(F) 

represents the “rotational closure”, which is obtained as the 
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orbit of the word (0, 0, 1, 0, 1, 1, 0) under the action by the  

cyclic group Z7 of order 7;  thus closure(F) = {(0, 0, 1, 0, 1, 

1, 0)}, (0, 0, 0, 1, 0, 1, 1), (1, 0, 0, 0, 1, 0, 1), (1, 1, 0, 0, 0, 1, 

0), (0, 1, 1, 0, 0, 0, 1), (1, 0, 1, 1, 0, 0, 0), (0, 1, 0, 1, 1, 0, 0)}. 

For a given FHS F, closure(F) consists of the set of 

sequences available to users for selecting frequencies. 

We next introduce the notion of group rings. For an abelian 

group G whose operation we denote multiplicatively and a 

commutative ring R with identity, we let RG denote the group 

ring of G over R. For our purposes R is usually a subring of 

the field C of complex numbers.  A subset S of G is identified 

with the group ring element which is a formal sum of the 

elements of S (i.e., with coefficients 0 and 1) and for an 

element A of CG and integer t, A(t) denotes the image of A 

under the group homomorphism x to xt, extended linearly to 

all of CG; A* would denote A(—1) in which we also replace 

each coefficient of A by its complex conjugate. Difference 

sets, perfect sequences and related objects are often studied 

using character theory. Let G* be the group of characters of 

G (a homomorphism from a group G to the field of complex 

numbers C is called a character of G).  The principal 

character of G is defined as the homomorphism that maps 

each element g of G to 1. We shall denote the principal 

character by χ0. The character homomorphism can be 

extended linearly to the group ring.  We let the induced 

homomorphism from CG to C also be denoted by χ. 

Definition: An element D of ZG whose coefficients are from 

{0,1} is called a (v,k,λ) difference set in G if DD(—1) = k – λ 

+ λG in ZG.                                              

For any prime power q, we let Fq denote the finite field of 

order q and Fq* the multiplicative group of all the non-zero 

elements of Fq. 

Definition: (Relative Difference Set, abbr. RDS) Let R be an 

element of ZG whose coefficients are from {0,1}.  R is a 

(m,n,k,λ) relative difference set in G if RR(—1) = k + λ (G—

N) in ZG.  Here N is a subgroup of G of order n and index m 

in G.   

For the interplay of characters and (relative) difference sets, 

we refer the reader to [10] and the references therein.  

Definition: Let (G,+) be an abelian group of order v.  

Let F = {Di |0 ≤ i ≤m—1} be a family of subsets of G and 

Δ(Di) be a multiset (a—b|a,b ∈ Di,a ≠ b). F is called a 

difference family (DF) if each nonzero element of G appears 

exactly λ times in the union of multisets Δ(Di). Let K be the 

multiset {|Di|| 0 ≤ i ≤ m —1}. One briefly says that F is a m-

(G,K,λ)-DF. 

 

Furthermore, if G is a cyclic group of order v, we also denote 

F as a m-(v,K,λ)-DF. Let F be a m-(G,K,λ)-DF. If the 

elements of F form a partition of G, then F is called a 

partitioned difference family (PDF) and denoted as a m-

(G,K,λ)-PDF.  

IV. A NEW CLASS OF PDFS AND FHS 

In this section, we provide an algebraic construction 

(Theorem 2) of a class of PDFs that are inequivalent to prior 

ones in the literature. These give rise to new FHs via 

Theorem 1 below which establishes the equivalence between 

FH sequences and PDFs. These new FHs, in conjunction 

with rotational closures and the use of multiple inequivalent 

ones we will exhibit in Section V, yield a wealth of families 

of FHMAs we summarize in Theorem 7. 

 

Theorem 1. [11] Let v = km + m—1.  Then there exists an 

optimal FHS(v,m,k) if and only if there exists a PDF with 

parameters m-(v,{k,k+1},k) in which a single block has size 

k and each of the remaining m—1 blocks are of size k+1.  

 

In view of Theorem 1, construction of  optimal FH sequences 

follows from that of their corresponding PDF. 

 

Definition: Two distinct PDFs are declared equivalent if 

there exists a group isomorphism between the underlying 

groups that maps one PDF onto a translate of the other.  

 

Definition: Two FHSs are equivalent if and only if their 

corresponding PDFs over Zn are equivalent. 

 

Theorem 2 Let q be a prime power and d any integer > 2. 

Assume that g.c.d ((qd—1)/(q—1),(q—1))=1. Let v = (qd—

1); m = q; k = (qd—1—1); Then there exist many inequivalent 

PDFs m-(v,{k,k+1},k)-PDF in which a single block has size 

k and each of the remaining m—1 blocks are of size k+1. 

 

Proof: Let G be the cyclic group of order qd—1. Let N be the 

cyclic subgroup of G of order (q—1). Write N = <y>, where 

y has order (q—1). Let R be any relative difference set with 

classical parameters ((qd—1)/(q—1),(q—1),qd—1,qd—2) in G 

relative to N. (Several inequivalent such RDS exist, as in 

[10]). Then the (q—1) translates Ryi for i = 0,1,2,…,(q—2) 

of R are all pairwise disjoint. Let E = G –  ∑   
 ���

 
�� Ryi in the 

group ring ZG (i.e., E is the set complement in G of the union 

of all the (q—1) translates Ryi for i = 0,1,2,…,(q—2)). We 

now assert that the following partition of the q sets:  Ryi for i 

= 0,1,2,…,(q—2) and E would serve as the desired partition-

type cyclic difference family. To prove this assertion, it 

would suffice to show that the following group ring equation 

holds in ZG: 

 

∑  
 ���

 
�� Ryi(Ryi)(—1) + EE(—1)  

= (qd—1)+(qd—1—1)[G—1]                                                 (1)  

noting that G = <xy> is the cyclic group generated by xy.  

 

Thanks to the Fourier inversion formula (see [10]) we only 

need to verify that the two expressions in (1) have the same 

character value for each character χ of G: 

 

Case 1: χ = χ0 

 

The value of the LHS of (1) for the principal character χ0 is:  

a = (qd—1)2(q—1)+[qd—1 — (q—1) qd—1]2 and that of RHS 

of (1) is: b = (qd—1) + (qd—1—1)[qd—2]. 

 

Routine simplification shows that a = b. 
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Case 2: χ ≠ χ0   

 

Case 2a: χ|N = χ0 

We note that χ(E) = (q—1)χ(R) and χ(EE (—1)) = (q—1)2χ(RR 
(—1)). By the definition of RDS, χ(RR(—1)) = qd—2. Thus χ(LHS 

of (1)) = (q—1)χ(RR(—1)) + (q—1)2χ(RR(—1)) = [(q—1)  + (q—

1)2]χ(RR(—1)) = [(q—1) + (q—1)2]qd—2, which can be easily 

verified to be to be equal to χ(RHS of (1)) using the 

orthogonality relation χ(G) = 0. 

 

Case 2b:  χ|N ≠ χ0   

 

In this case, χ(E)= χ(G) — χ(R)χ(N) = 0 since χ(G) and χ(N) 

are both zero.  Also, χ(RR (—1)) = qd—1. Hence χ(LHS of (1)) 

= (q—1)χ(RR(—1)) = (q—1)qd—1, which equals χ(RHS of (1)). 

Thus (1) is completely verified. The aforementioned 

construction uses only the parameters of the classical affine 

difference sets R used in the construction. We now appeal to 

results of [10] on inequivalent such RDS with classical 

parameters; the inequivalence of resulting PDFs as explained 

in [9] completes the proof of our theorem. 

 

Using relative difference sets that arise from our 

Stickelberger combinatorics (as in [10]) to get PDF with 

parameters as in Theorem 2, we obtain the following new 

theorem which we state now: 

 

Theorem 3 There exist several classes of inequivalent 

optimal FHS(v,m,k), where v = (qd—1); m = q; k = (qd—1—

1); consequently optimal FH sequences. 

 

Remarks:  
 

(i) Two geometric constructions of PDFs with the same 

parameters as in Theorem 3 (one using affine geometry and 

the other via projective geometry) are in the literature ([6] 

and [11]). Ours is a generic, parameter-based approach with 

a proof that uses group ring calculations. The advantage in 

our approach is that it applies to all combinatorial designs 

with the said parameters. Since our work from Stickelberger 

combinatorics [10] provides a wealth of these designs (at 

times with large linear span), the resulting FH sequences 

could be used for secure communications.   

 

(ii) The relative difference sets with classical parameters 

((qd—1)/(q—1),(q—1),qd—1,qd—2) exist in abundance:  

Theorem 7 of [10] provides the general theme to obtain them 

from the classes of ideal pseudorandom sequences [10] 

reported. For example, when q = 2, Theorem 16 of [10] gives 

rise to Φ(d)/2 pairwise inequivalent such sequences. In the 

ternary case (q = 3), some of these have linear span whose 

value is a large Fibonacci number. Precise values are given 

in Theorem 12 of [10]. 

V. LARGER FHMA SYSTEMS VIA INEQUIVALENT PRNS 

To achieve the goal of obtaining FHMA systems with a 

single FH sequence (via Theorems 2,5,6 and 7), we 

summarize the mathematical techniques that pave an 

approach to constructing perfect p-ary sequences of length 

(pm—1), which in turn would give rise to the necessary 

ingredients (the relative difference sets required in our FH 

sequence construction of Theorem 2). The celebrated m-

sequences are bit sequences generated using maximal linear 

feedback shift register and are used as a basis for deriving 

pseudorandom noise (PRN) in digital communication 

systems. In [10], Arasu et al. use Gauss sum factorizations 

and Stickelberger congruence on Gauss sums from algebraic 

number theory to obtain several new classes of sequences 

which can be used like m-sequences in digital 

communications. We outline the mathematical recipe given 

in [10] to construct new PRNs with ideal periodic sidelobes. 

By treating an m-sequence as a polynomial M(x), we perform 

the triple product P[a,b,c] [x] =P(x) =M(xa)M*(x—b)M(xc) for 

suitably chosen integers a, b, and c (which we term as 

decimation exponents). The asterisk on the middle 

decimation factor of M on the right side of the above 

expression for P(x) means: each of its coefficients are 

replaced by its complex conjugate. Mere shifting and scaling 

of P(x) would yield ideal PRNs, if a, b, and c satisfy the 

modest combinatorial inequality: s(ax) + s(cx) > s(—bx) for 

every x with 0 < x < pd —1.(Here s(m) is the p-adic weight 

of any integer m; p-adic weight is simply the sum of all digits 

when m is written in base p form).  

  

The known decimation triplets [a,b,c] (as proved in [10]) that 

satisfy the aforementioned combinatorial inequality (hence 

giving rise to PRNs with ideal periodic sidelobes) are given 

below:  

Family 1: [1,2, (pr +1)] with d ≥ 3 and d/(r,d) odd. 

(Here p is any prime) 

Family 2: [1,2, (3r +1)/2] with r odd, d ≥ 3 and 

(r,d)=1.  

      Family 3:  [1+(3d—1)/2,2,(3r+1)/2 + (3d—1)/2] with 

r and d odd and d ≥ 3 and (r,d)=1.  

Linear span calculations for these PRNs boil down to 

counting the number of integers x in the range [1, pd—1] that 

satisfy the equation: s(ax) – s(—bx) + s(cx) = 1.  Keep in 

mind, linear span is the metric we use for measuring the 

security of these PRNs. 

 

The following technical theorem produces relative difference 

sets from the above PRNs: 

  

Theorem 4 (Theorem 7 of [10]) Let F = GF(pd) and let G = 

F* which is the multiplicative group of all the non-zero 

elements of F. Let r|d and set q = pr and pd = qm. Suppose 

that P = Σg∈Gζp
f(g)g is a q-homogeneous ideal sequence in CG, 

with q-homogenizing function h : F → GF(q) and parameter 

δ. Let R0 and R1 = h—1[1] be sets of representatives of the 

cosets of GF(q)* in the subsets of G given by the zeros of h 

and the non-zeros of h, respectively. Then  

 

(i) P = R0GF(q)* + R1Mq
δ—1 , where Mq is the m-sequence 

for GF(q).  

(ii) �� is a relative difference set with parameters ((qm—1)/(q 

—1),(q—1),qm—1,qm—2). 

 

The PRNs from Families 2 and 3 above possess high linear 

span as given in the following theorem.  
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Theorem 5 (Theorem 12 of [10]): Let d be an integer. Let r 

be odd with (r,d) = 1. Let s ≡ r —1(mod d), with 0 < s < d. 

Then the rank of the ternary (p = 3) sequence (hence the 

linear span of the resulting pseudorandom sequence) is either 

dFd—s or dFs, where Fn is the nth Fibonacci number. 

In the binary case (when p = 2), an abundant supply of PRNs 

arise: More precisely, there are mΦ(m)/2 pairwise 

inequivalent binary PRNs of length 2m—1 exist, as stated in:  

Theorem 6 (Theorem 16 of [10]) Let k be any integer, k ≤ 

m/2, coprime to m.  Let d=22k—2k+1 and let 

Δk(x)=(x+1)d+xd+1 for all non-zero x in GF(2m). Then the 

punctured image Bk={Δk(x)| x in GF(2m)\{0}} of Δk 

corresponds to a perfect binary sequence of length 2m. 

Remark: Part (ii) of Theorem 4 provides the RDS needed 

in Theorem 2; inequivalent PRNs give rise to inequivalent 

RDS. Thus, we get many inequivalent FH sequences using 

Theorems 4, 5 and 6.  Combining Theorems 2-6, we obtain: 

Theorem 7 For each positive integer m and each prime p, 

there exist FHMA systems consisting of N FH-sequences of 

length pm — 1, where (i) N = m(2m—1)Φ(m)/2 if p = 2 and 

(ii) N = (pm—1)Φ(m)/2 for odd primes p. 

VI. NUMERICAL RESULTS 

Here we summarize the computational aspects of generating 

the families mentioned earlier.  The linear spans of the 

sequences along with their lengths can be found in Table I.  

The important fact to underscore here is that with respect to 

linear span as a function of d (where d along with p defines 

the length of the sequence as L = pd — 1), Lin sequences grow 

linearly in d whereas our sequences grow Fibonacci in d.  In 

Table I a “-” is placed in the “Lin” and “Ours” columns as 

these sequences are not defined for the cases when p = 3 and 

d = {4,6,8,10}.  To generate the relative compute times found 

in Table II a simple Python script was written to produce the 

underlying m-sequences and calculate the sequence defined 

by P(x)=M(xa)M*(x-b)M(xc). The Lin sequences and ours 

have approximately the same compute times (relative to the 

time to generate the corresponding m-sequences) as they are 

both generated via the same triple polynomial product over a 

finite field routine.  Table III illustrates the growth (relative 

to an m-sequence) of the linear spans of the two sequences 

and highlights the strength of our sequences over Lin 

sequences.  Finally, Table IV considers linear span as a 

function of compute time.  This is a useful metric from an 

engineering perspective as it allows one to quantify the 

relative time-cost to generate a more secure sequence.  In the 

case of the Lin sequences, the “break-even point”, i.e., the 

point where an increase in compute time produces a 

proportional increase in linear span, does not occur for any 

d.  However, with the exception of d = 3, we note that our 

sequence surpasses the break-even point owing to the fact 

that the linear span of ours grows Fibonacci in d. 

VII. RELATED WORKS 

There have been a number of constructions of FH sequences 

with good periodic Hamming auto-correlation and cross-

correlation properties: algebraic constructions [12], [13], 

[14], [15], [16], [17], [18], combinatorial constructions [19], 

[20], [21], and other constructions [22], [23], [24], [25], [26]. 

Authors of [6] use line orbits of a cyclic perspectivity τ in the 

n-dimensional projective space PG(n,q) over GF(q) to 

construct the FH-sequences with the parameters listed in 

Theorem 3. The Lempel–Greenberger [8] use m-sequences 

(generated via an LFSR) to achieve the same. In [9], the 

authors show that these two constructions are essentially the 

same. Our proof above, being solely parameter based, brings 

forth all these under one umbrella with the added advantage 

of being able to produce the large family of FHMA systems 

with large linear span. 

VIII. CONCLUSION 

The classical FH constructions in [6] and [8] make use of 

structures from projective and affine geometries, but our new 

construction applies to any combinatorial structure that has 

the same parameters as the geometrically based ones. In this 

paper, we have provided a parameters-only-based 

construction for a family of optimal FH sequences which 

directly leads to new inequivalent classes of FH sequences 

whose underlying pseudorandom sequences have linear 

spans better than the SOA. This is important because, the 

greater the linear span, the harder it is for an attacker to 

recover the pseudorandom sequence. An attacker that could 

recover the pseudorandom sequence could detect, intercept, 

and jam communications because they could reconstruct the 

FH-sequence.  

Our research yields the results in Table I, which compares 

the linear spans of our new family with SOA families. As 

shown in the table, our family shows exponential growth 

(Fibonacci in d) of the linear span, which is a significant 

increase in security over the SOA. As larger values of d are 

used, the security benefits of our waveforms become more 

and more pronounced in comparison with SOA.  

Individual sequences in our FHMA system given in Theorem 

7 have optimal Hamming autocorrelations. In the future we 

will further study the Hamming cross correlations of our 

sequences. This is an important measure as it relates to the 

total number of communicating users in a FHMA system. 

Low cross correlation means more users can be 

communicating at the same time without interfering with one 

another.  

We also plan to delve deeper into the Stickelberger 

combinatorics developed in [10] and work to generalize the 

ideas of Theorem 2. Each of these research avenues can result 

in new families of sequences for FHMA systems. Additional 

families can provide additional options when trying to 

balance security needs with a desire to support simultaneous 

operations of multiple users. 
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Table I: Linear span for m-sequences, Lin sequences and our 

sequences 

p = 3 Linear Span 

d Length m-seq Lin Ours 

3 26 3 6 6 

4 80 4 - - 

5 242 5 10 25 

6 728 6 - - 

7 2186 7 14 91 

8 6560 8 - - 

9 19682 9 18 306 

10 59048 10 - - 

11 177146 11 22 979 

 
Table II: The compute time required to generate Lin sequences and 

ours relative to their corresponding m-sequence. 

p = 3 Relative Compute Time 

d Length Lin Ours 

3 26 3.09 3.12 

5 242 2.51 2.51 

7 2186 2.64 2.65 

9 19682 4.04 4.12 

11 177146 18.87 18.87 
 

Table III: The linear spans of Lin sequences and ours relative to 

their corresponding m-sequence. 

p = 3 Relative Linear Span 

d Length Lin Ours 

3 26 2 2 

5 242 2 5 

7 2186 2 13 

9 19682 2 34 

11 177146 2 89 
 

Table IV: The ratio of linear spans to compute times for Lin 

sequences and ours relative to their corresponding m-sequence. 

p = 3 
Relative Linear Span over 

Relative Compute Time 

d Length Lin Ours 

3 26 0.65 0.64 

5 242 0.80 1.99 

7 2186 0.76 4.91 

9 19682 0.50 8.25 

11 177146 0.11 4.72 
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